INTRODUCTION
According to Eurostat, in 2017 92 % of European citizens aged 16 to 24 years, 81 % of European citizens aged 25 to 54 years, and 57 % of European citizens aged 55 to 64 years use the Internet on a daily basis. 1 Their activity leaves traces about their online behavior. Identity of these individuals can be verified 2 or determined with help of cookies, i.e. pieces of data stored in a device that provides information to servers with which a device is communicating. 3 Determination and verification of users' identities with help of cookies is called explicit tracking and it relies on the cooperation of either users or their web browsers. 4 However, Internet users can be identified also solely based on their online behavior with behavior-based tracking techniques that do not need cookies or any other explicit identifiers. 5 Such identification happens unobtrusively and, in principle, without the knowledge of people whose behavior is being monitored. This technique exploits methods of pattern recognition and applies them either on web surfing behavior, activity of applications installed on a device, or environmental peculiarities. 6 With regard to its purpose, behavior-based tracking partly corresponds to the definition of behavioral biometrics that seeks to "quantify behavioral traits exhibited by users and use resulting feature profiles to successfully verify identity". With regard to the techniques used, behavior-based tracking can also partly correspond to the definition of profiling within the meaning of the EU General Data Protection Regulation 8 (GDPR) as certain aspects relating to a natural person are being analyzed and evaluated in order to establish profiles for this type of tracking. 9 Both biometric data as well as profiling are concepts that have been researched in law substantially due to their potential to seriously infringe privacy of individuals.
From a legal point of view, biometric data is a specific type of personal data that is "directly linked to an individual" 10 as it refers to her biological or behavioral characteristics. Biometric data that allow or confirm unique identification of an individual is recognized by the General Data Protection Regulation as a special category of personal data under Art. 9. Due to their potential to significantly increase vulnerability of individuals, processing of special categories of personal data is subject to stricter rules and prohibited in general.
In order to assure the appropriate level of protection of individuals with regard to their personal data, it is legitimate to ask whether profiles set up based on behavior-tracking fulfill the definition of biometric data under the General Data Protection Regulation and, thus, whether service providers who monitor web requests of users and create users' profiles leading to their identification need to comply with specific obligations such as gaining an explicit consent with this practice, appointing a data protection officer, or carrying out a data protection impact assessment. Until now, the literature has dealt only with the question of biometric profiling that aims to extract additional information from existing biometric data and Technical papers in the field specifically use the term "profile". See for instance Gu with "enriching online profiling data gathered for e-commerce purposes" with biometric characteristics for instance in order to assess emotional states of a human. 11 However, a possibility of constituting a biometric profile from data gathered for the purpose of profiling based on online behavioral data needs to be discussed as processing this type of data has serious legal consequences for operation of businesses processing these kinds of data. In this regard, the relationship between biometric templates and profiles arising from profiling that can be used for identification of a person also needs to be clarified. This paper claims that under certain conditions data about online behavior of an individual fall into the category of biometric data within the meaning defined by the GDPR. Moreover, this paper claims that profiling of a person can not only be done upon existing biometric data as biometric profiling but it can also lead to creation of new biometric data by constituting a new biometric template. This claim is based both on legal interpretation of the concepts of biometric data, unique identification, and profiling as well as analysis of existing technologies. This article also explains under which conditions online behavior can be considered biometric data under the GDPR, at which point profiling results in creation of new biometric data and what are the consequences for a controller and data subjects.
BIOMETRIC DATA UNDER THE GDPR
GDPR defines biometric data in Art. 4 point 14) as
"personal data resulting from specific technical processing relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or dactyloscopic data."
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The term behavioral characteristic is not defined in the GDPR. Behavioral-based biometric data are considered dynamic while still having general characteristics of being universal to all people, unique for each 11 Kindt As this definition refers to patterns of thinking and moving that are then manifested and recorded in an objectively perceivable manner, online behavior of a person perceivable through her specific usage of devices or contents searching patterns should also fall under the definition of behavioral data if it serves as a means for unique identification.
Unique identification is the key term of the definition that determines whether behavioral data will fall in the category of biometrics. The term unique identification is used only at two places in the GDPR -in the very definition of biometric data in Art. 4 point 14) and in the Recital 51. However, the GDPR does not provide any explanation as to the meaning of unique identification.
From a semantic point of view, "unique identification" can refer to recognizing someone as being the one and only person. [Vol. 12:2 "depends on different factors including the size of the database and the type of biometrics used". 17 Moreover, it is generally known that no type of biometrics is fully reliable. Biometric accuracy differs with regard to the technology used. In order to achieve higher degree of accuracy, dual biometrics is sometimes recommended. 18 Unimodal biometric systems often suffer from inaccurate data caused for instance by noise that occurred during extraction of features, non-universality of extracted features or due to lack of their individuality. 19 Nevertheless, if no biometric system can guarantee unique identification in all cases, it is then questionable what degree of probability would be sufficient to classify a technology as processing biometric data within the meaning of the GDPR. It is questionable whether reliability should be assessed individually in each case taking into account for instance a number of people enrolled in a system or whether a certain type of error rate should be preferred. 20 As the Recital 15 of the GDPR states that
"the protection of natural persons should be technologically neutral and should not depend on the techniques used,"
various biometric technologies should not be discriminated with regard to their performance. Rather, effects of a particular technology need to be considered. 21 That is to say that the potential level of uniqueness in a biometric system should not per se exclude a less reliable system such as one based on behavioral biometrics from the definition of a system 17 20 In some systems, higher false rejection rate (the ratio of individuals wrongly denied access to a system) may be considered safer than higher false acceptance rate (the ratio of individuals wrongly authorized to access a system). 21 Koops in which biometric data is processed. In the opposite case, this might lead to circumvention of obligations set out in the GDPR and result in harm to data subjects, i.e. natural persons whose personal data is processed. Determining acceptability of an accuracy level is then a different question that should not influence classification of a system as being a biometric system.
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Technological neutrality is crucial also in determining whether mere monitoring users' online behavior, its analysis for creating identification profiles, and consequent application of these profiles qualifies as biometrics. Some may argue that special sensors are needed for a system to be considered as biometric system. For instance, traditional biometric systems use sensors, such as cameras (facial recognition) or microphone (voice recognition), that directly measure some natural property of a human and modify it into an electric signal. 23 In biometric systems monitoring users' online behavior the functions of sensors are performed by the very devices of these users. Data gathered from these devices are then remotely analyzed just as data from sensors that are traditionally considered as biometric sensors. Utilization of a keyboard, mouse or touchpad in fact provides information about behavior that is converted into an electric signal. Identity of users is digitalized 24 such as with any other type of biometrics. Specific templates can be created based on these data as well.
The term biometric data within the meaning of the GDPR then includes any data resulting from electronic processing of data gathered based on physical, physiological or behavioral characteristics of a person regardless of sensors used if such resulting data are used for the purpose of unique identification. With regard to the technological neutrality and importance of effects of a technology, errors in accuracy should not per se discriminate a system from being considered as processing biometric data. 22 A29 WP formulated several criteria for assessing acceptability of accuracy: the purpose of processing, false accept rate (probability of incorrect identification), false reject rate (probability of incorrect rejection during identification), population size, and "the ability to detect a live sample". The resulting data become biometric data at the moment when they enable a system to recognize a person from all other people enrolled in the system. 25 
ONLINE BEHAVIOR RECOGNITION AS BEHAVIORAL BIOMETRICS UNDER THE GDPR
Online behavior recognition in the meaning of determining or verifying identity falls under the category of behavioral biometrics defined from the technical point of view. In general, there are five categories of behavioral biometrics and each of them is based on analysis of different features. 26 Online behavior recognition is based on monitoring the activity of a device. This activity can be caused either by a user (active use of applications as well as regular breaks and switching between applications that may result in identification of original patterns of behavior) or by a device itself.
With regard to the very nature of biometrics and the purpose of protecting personality of humans, only templates based on activity originating from a natural person can be considered as biometric data within the meaning of the GDPR. Behavioral patterns are expressions of one's own identity and, therefore, deserve strict legal protection. These patterns can be observed also indirectly from "observable low-level actions of computer software" such as call traces, audit logs, program execution traces etc. 27 On the other hand, activity of a device itself does not constitute a link to a personality of their users. Therefore, when assessing whether a certain template falls in a category of biometric data, one needs to analyze what types of data were used for creating this template. Activity of a device could 25 constitute a link to a natural person only with help of additional information, including personalization of a device. So called device fingerprint that is based purely on data related to functional specificities unconnected to any activities of a user cannot be considered personal data for obvious reasons.
If both user's activity as well as device's activity would be analyzed together in order to create a device fingerprint, such analysis would result in a combined biometric template. How should one determine which data is biometric and whether a stricter legal regime would apply? The technique of combining more types of input data typically happens in multi-modal biometric systems and is called information fusion. 28 The fusion can be performed at three levels -at the feature extraction level when the system merges data from all sensors, at the matching score level when the system combines values of matching scores from various sensors, and at the decision level when decisions based on matching scores (accept/reject decision) are combined. 29 From the legal point of view, the problem arises only when data from all sensors would be merged (at the feature extraction level) so the resulting identification data would not be based solely on "the physical, physiological or behavioural characteristics" as defined in the GDPR. There are already solutions utilizing so called hybrid information fusion that combine a biometric component with a numerical component. 30 In special environments, especially in the online behavior recognition area, systems might start to utilize various types of data, including activity initiated solely by a device. Such identification data based on hybrid information fusion should be, however, considered as biometric data. The GDPR does not impose a requirement that specific technical processing needs to relate solely "to the physical, physiological or behavioural characteristics". It only needs to relate to it and combination with a different kind of information should not prevent the data from being awarded a higher level of protection. However, a different situation would arise if behavioral data of a user would be unknowingly merged from a number 28 Ross In general, the difference of profiling and biometrics lies in their purpose. Biometrics is used for determining or verifying an identity of a person, while profiling aims at evaluation of a natural person and possibly placing that person in a certain group or a category. Profiling can be even based on biometric data themselves as a special category of personal data. It has been established a number of times that biometric data contains information that can be used for evaluation of certain aspects of a person, such as her health, gender, ethnicity, or emotional state.
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In such case special obligations apply. 34 However, even the GDPR uses the term "profile" as a means of possible identification of a person. 35 Although the GDPR may not specifically refer to "profiling", this illustrates the technical interconnectedness of profiling and identification. The question is whether profiling itself can result in creation of biometric data, i.e. if a specific profile of a person based on her behavior that enables her identification is created, should it be considered as biometric data even if the initial intention of a controller was not to process biometric data?
The answer is yes. Determining an identity of a natural person for instance in cases when abnormal behavior is monitored is based on behavioral modelling which overlaps with the legal definition of profiling in the GDPR. Behavior-based tracking relies heavily on models of behavior. Information about such online behavior of a person relates to her physical, physiological, behavioral, or psychological characteristics as it refers to her state of mind (typically search for specific contents) or her ability and manners in using a device that serves as a sensor. A profile combining such gathered information can be compared to a biometric template created based on multi-modal biometrics. Accuracy of linking behavior to a person can vary. However, research suggests that on datasets of 3,800 users up to 87 % of users can be identified based on their behavior 36 and on datasets of 55 users up to 100 % of users can be identified. 37 Moreover, each session in which behavior of a user is monitored and used for updating a model of her behavior, needs to be considered as biometric features extraction and treated as such with regard to legal obligations defined in the GDPR.
From a legal perspective, it is worth to note that even though the main purpose of profiling is evaluation, the profiling does not need to include inference, i.e. any judgment based on the data.
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This argument could not be used in order to avoid considering profiling also as constituting biometric data. Even though establishing a biometric template based on behavioral data was not initially on mind of a controller, identified behavior models can later serve for a different purpose which is a possibility presumed by the GDPR in Art. 6 par. 4. Moreover, identification is typically achieved based on evaluation of data through their comparison. Here the profiling represents a case of a function creep when certain technology develops and gains new unforeseen functionalities.
However, the condition for a profile to qualify as biometric data depends on its ability to distinguish a person to whom it relates from a group of people. The profile can be associated with a certain group (in biometric systems there are for instance groups of users with different access rights) but in order to be considered as biometric data, it must be possible to exclude the profile from that group (requirement of unique identification). On the other hand, the exact identity of a person does not need to be determined. The reason is that biometric data can be used also only to "verify the identity without actually identifying the individual".
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If a controller creates a profile of a person based on her online behavior which allows her unique identification, then such creation has legal consequences both for controllers as well as data subjects. The most important obligation of controllers relates to respecting principles relating to processing personal data. In order to comply with the GDPR requirements, controllers must continually examine their data and profiles based on the data in order to determine whether they process biometric data or not. The crucial element here is the potential of the data to allow unique identification. 40 However, processing of biometric profiles needs to fulfill requirements for processing special categories of data under Art. 9 of the GDPR only if a controller uses the profile among other to distinguish a particular person from others. Especially in the context of an online environment where exceptions for processing biometric data other than explicit consent, controllers need to make sure to be able to prove that a data subject granted them an explicit consent. 
CONCLUSION
The paper argues that processing users' profiles based on analysis of their online behavior for the purpose of identifying them falls under the category of biometric data within the meaning of the GDPR. However, this applies on the profiles that are based on activity originating from a natural person, not on the activity of a device itself. Activity of a device could be considered as personal data in case additional information is provided and the activity of a device can be linked to an individual. In case of hybrid information fusion, one needs to distinguish at which level various kinds of data are combined. In case of merging biometric data with other type of data on a sensor level, the resulting data should still be considered as biometric data. At other levels of fusion, biometric data is distinguishable from other types of data. Behavioral biometrics in the online environment overlaps with so called profiling. Biometric data can be used for profiling to evaluate qualities of a person. However, profiling can also lead to creation of a profile corresponding to a biometric template. This must be taken in account by controllers who at a certain moment need to assess whether they shall comply with a stricter regime of data processing. Distinguishing the purpose of processing will then determine the legal regime and requirements on the processing.
Qualification of behavior-based tracking has consequences for instance for service providers who monitor activity of users online that would be otherwise considered anonymous. If these providers are able to identify a person from a group of people based on her behavior regardless of the fact whether they can contact her in the offline world by other means, they process biometric data and must comply with all requirements set out by the GDPR.
Creation of online behavioral profiles can have serious consequences for the protection of privacy. These profiles could become so called identifiers of general application which would put an end to anonymous and [Vol. 12:2 untraceable behavior. This would seriously influence fundamental rights and freedoms of individuals on a large scale. Impacts of such practice shall be analyzed in further research.
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